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KEY RANSOMWARE FINDINGS

notable Cyber attacks in the last 90 days
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More than 50% of retail
companies had a C or 
lower technical rating.
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Almost half of the Top
100 Retail Companies
are above the critical
threshold, indicating
high susceptibility to a
ransomware attack.

Ransomware Susceptibility Index™

IKEA | May 5th, 2022 verizon | May 26th, 2022
A large data breach impacting IKEA
Canada involved the leak of 95,000
customers' PII, including email addresses,
phone numbers and zip codes. This was
an internal breach, with an employee at the
time conducting a generic search within
the customer database in March 2022.

A hacker leveraged an employee to conduct
remote code execution, allowing for a breach
of hundreds of employees' data from a Verizon
employee database, containing information
that could be used in social engineering or SIM
swapping attacks. The threat actor requested
$250,000 from Verizon in exchange for halting
a full leak of the database.
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Black Kite is the only cyber risk intelligence platform that analyzes an organization’s susceptibility to ransomware.
The Ransomware Susceptibility Index™ uses AI and machine learning to discover the likelihood that you or one of your

vendors will experience an attack. 

Susceptibility to phishing

At least one credential has been seen in leaked credential
lists shared on the deepweb in the last 90 days

At least one possible high-severity vulnerability
due to out-of-date systems

Experienced data breach in the past

Publicly visible critical ports
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Black Kite is the world’s only fully transparent, standards-based cyber ratings platform, ensuring
all users know exactly how their findings are calculated, providing the confidence to take action.
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